3 Reasons to NO| Use
MAC-based Auth in Wi-Fi

MAC Spoofing

Spoofing MAC address is easy and
nullifies any use of MAC Auth.

MAC Randomization
oD s

Due to tracking concerns, vendors have o
introduced randomized MAC address iﬁ
upon each association.

False sense of security

MAC Auth shouldn't be used in place of
encryption and authentication through
WPA2/3 suites, tunneling traffic, or other
means
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