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Whatis it?

- A standard for 802.11 frame Injection

and reception

-When viewin
porovides infor

compatible with many OSs

g packet captures, it
mation from the drivers

about signal ¢

uality and PHY standards.

-Not actually part of the frame for frame
length purposes



Keep in Mind

-This information is added by the
capturing driver

T
ar

ne in

‘'ormation is only as good as the

ver/

frames

radio/antenna capturing the

-Let's look at some examples



MacBook Capture

-Here are two frames captured from my
MacBook Alr

No. Time Transmitter Receiver Frame Type Channel
323 0.264462 Eva's-MBA Eva's-MR36 QoS Data 157
324 0.264468 Eva's-MBA Eva's-MR36 QoS Data 157

-Frame 323 shows 0 dBm signal whereas
Frame 324 shows -42 dBm signal

Frame 323: 325 bytes on wire (2600 bit Frame 324: 157 bytes on wire (1256 bii
Radiotap Header v@, Length 60 Radiotap Header v@, Length 58

Header revision: 0 Header revision: 0

Header pad: 0 Header pad: 0

Header length: 60 Header length: 58

Present flags Present flags

MAC timestamp: 4042444298 MAC timestamp: 4042444298

Flags: 0x14 Flags: 0x14

Channel frequency 5785 [5 GHz 157] Channel frequency: 5785 [5 GHz 157]

Channel flags: 0x0140, Orthogonal F

Antenna 51-na1 ® dBm

Antenna noise: -93 dBm Antenna nolise: -93 dBm
Antenna: 1 Antenna: 1



Ul Perspective

KéwnNetwork | —| SUSpeCt Frame 324 iS
Home - WiFi = !
closer to reality.

MAC Adresdi L

Security: WPA3 Personal

ossio: [ ' According to Opt +
Channel: 157 (5 GHz, 80 MHz) |

Country Code: US . CI.'Ck Oﬂ the \X/l_l:l ICOﬂ,

RSSI: -63 dBm

|t still seems off at -63

Tx Rate: 540 Mbps

PHY Mode: 802.11ax | d 3' l I-

MCS Index: 7
NSS: 2

waswss. | |s there a better way?




170 Graph

-In Wireshark, go to Statistics -> 1/0 Graph
-Set a graph as shown:

| Enabled Graph Name Display Filter =~ Color yle e
\ Antenna Signal radiotap.dbm... . Bar AVG(Y Field) radiotap.dbom... None 1

\ + = R||(Al Vv E‘o Mouse drags @ zooms Interval 100 ms Time of day Log scale Automatic update

-Even for a short time period, signal
strength varies greatly each frame.
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Add as Column

-| can also add the antenna signal value as

a column:

Time

18.891676
18.891710
18.891723
18.891739
18.891752
18.891781

18.891823
18.891855
18.898079
18.909482
18.909518

Transmitter

Eva's-MBA
Eva's—-MBA
Eva's—-MBA
Eva's—-MBA
Eva's—-MBA
Eva's-MBA
Eva's-MBA
Eva's—-MBA
Eva's-MBA
Eva's-MBA
Eva's-MBA

Receiver

Eva's-MR36
Eva's—-MR36
Eva's—-MR36
Eva's—-MR36
Eva's—-MR36
Eva's-MR36
Eva's—-MR36
Eva's—-MR36
Eva's-MR36
Eva's-MR36
Eva's-MR36

Antenna signal

-However, instances where the driver fails
to capture the signal strenghth do occur.

(0d

Bm readings)



Takeaways
(5

N

-RSSI readings from the client device UI
have more steady measurements than
directly from driver readings.

-Radiotap headers still help gauge RF
quality from various perspecives (AP
capture, client capture, 3rd party devices)

-Take larger samples than individual frames
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